HHP®OPMAIIMOHHAS TAMSTKA
JJI51 OBYYAIOUMUXCSI AJ151 PASMEUEHU 51
HA O®PUIIMAJIBHBIX HHTEPHET-PECYPCAX

C KaXIpIM rofioM MOJIOAEXKH B HHTEpHETE CTAHOBUTHCs OOMblUe, a WIKOJLHUKH OJHH U3 CaMbIX aKTHBHBIX
nonb3oBarenedl PyHera. Mexay TeM, NMOMHMO OrpOMHOr0 KOJIHYECTBa BO3MOXHOCTEH, MHTEpHET HeceT U
npo6neMsl. JTa namaTKa J0JKHA NOMOUb TeOe 6e30macHO HaXOJUTHCS B CETH.

KomneroTepubie BHPYChI

KoMnpioTepHbIii BUPYC - 3TO pasHOBUOHOCTb KOMMBIOTEPHBIX MPOrpaMM, OTIHYHUTENBHOH OCOOEHHOCTHIO
KOTOpOH sIBAsieTCs CMOCOOHOCTh K pa3sMHOXeHHI0. B nomonHeHHe kK 3TOMY, BHpPYCbl MOTYT MOBPEAHTH MM
MOJIHOCTBIO YHMYTOXHTh Bce (aiinbl M NaHHblE, MOAKOHTPOJbHBIE MOJb30BATEN0, OT HMMEHH KOTOporo Oblia
3amylileHa 3apakeHHas porpamMma, a TakKe NOBPeUTh UM JaxKe YHHUYTOXKHUTh ONMEPalMOHHYI0 CHCTEMY CO BCEMHU
daiinamu B uenoM. B GonbluMHCTBE ciyyaeB pacnpoCTpaHsIOTCS BUPYChl Yepe3 HHTEPHET.

MeTonp! 3aLUTEI OT BPEOOHOCHBIX NMporpaMm:

I. Hcnonp3y#t coBpeMeHHble ONepalMOHHBIE CHCTEMBbl, HMEIOLIHE Cepbhe3Hblii YpPOBEHb 3alIUTBl OT
BPEAOHOCHBIX MPOrpaMm;

2. IlocrosiHHO ycTaHaBnMBai mautd (UMQpOBbIE 3amiaaTkH, KOTOpbleé aBTOMAaTHYECKH YCTaHaBIHMBAKOTCA C
Lesblo0 1OopaboTKHU MporpamMMbl) U Ipyrie oOHOBIEHHS CBOed onepauroHHOH cucTeMbl. CkauuBail UX TOJBKO C
oduumansHoro caiita pazpaborurka OC. Ecii cyliecTByeT pexuM aBTOMaTHYeCKOro 0OHOB/IEHHs!, BKJIOUH ero;

3. PabGoraii Ha cBOEM KOMINBIOTEPE NnoA MnpaBaMu MNMoOJib30BaTe/sA, a HC aAMHHHUCTpaTopa. 3TO He MO3BOJIUT
6OJH>UIHHCTB)’ BPEAOHOCHBIX IMpOrpaMM HHCTAJJIMPOBATHCA HA TBOEM ME€PCOHAJIBHOM KOMITBHOTEPE,

4. Ucnonb3y# aHTUBHpPYCHblE NpOrpaMMHbIE€ MPOAYKTbl M3BECTHBIX NPOW3BOAMTENEH, C aBTOMaTHYECKHM
oOHOBNEHHEM 0a3;

5. OrpaHuyb GU3HYECKHH JOCTYMN K KOMIBIOTEPY /15 TOCTOPOHHHX JIULL;

6. Mcrions3yii BHeLIHHE HOCHTENH HHDOPMaLMH, Tak1e Kak ¢ueluka, JTUCk UK daiin U3 HHTepHeTa, TOJbKO

U3 NMPOBEPECHHBIX HCTOYHHKOB;

7. He oTkpbiBaii KOMNbIOTEpHBIE (aiinbl, MOJyUYeHHble H3 HEHAEeXHbIX HCTOYHHKOB. [axce Te daiinsl,
KOTOpbIE MpUCIIan TBOM 3HaKOMbIii. JIydllle yTOUHU y HEro, OTNPaBJisia 1M OH Tebe Ux.



Cetn WI-FI

Wi-Fi - 3To He BUI mepenaud NaHHBIX, HE TEXHOJOTHs, a Bcero JulUb OpeHn, Mapka. Ewe B 1991 roay
HUIephaHaCcKas KoMMaHMs 3apeructpupoBana Opena "WECA", uto o6o3Hauano cnoBocoyeranue "Wireless
Fidelity", koTopblii nepeBoauTCs Kak "OecrnpoBoaHas TOUHOCTS'".

Jo Hawero BpeMeHH Jouuia Apyras abOpeBuaTypa, KOTOpas SBISETCS TakKOM >xe TexHojoruei. 3Tto
abbpesuatypa "Wi-Fi". Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha cTaHAapT Bbiclled 3BykoBoi TexHukH Hi-Fi,
YTO B [IEPEBO/E O3HAUYAET "BbICOKAs TOUHOCTD'.

[Ha, 6ecrninaTHblil MHTEPHET-A0CTYN B kade, OTeNsAX U adponopTax sBASETCS OTIHYHOH BO3MOXHOCTBIO BbIX0/a B
UHTepHeT. Ho MHOTHE 3KCnepThl CUUTAOT, 4TO obwwenoctynHble Wi-Fi ceTu He sBsitoTCs 6€30MacHbIMH.

CoeTbl Mo 6e30nacHoCTH paboThl B 00WeA0CTYMHBIX ceTsax Wi-fi:

|. He nepenaBaii cBow auuHyr HHpopmauuio depe3 obwenoctynHele Wi-Fi cetu. Pabortas B HuX,
)KenaTe/IbHO He BBOAMTD Mapo/ii A0CTYa, IOTHHBI U KaKHe-TO HOMepa,

2. Ucnone3yii 1 0OHOBINsH aHTHBHPYCHBIE NporpaMMbl 1 OpaHaMayep. TeM caMbIM Thl 06e3onacuiub cedst oT
3aKaukH BUpyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi oTkmoun ¢yHkumoo "O6wui goctyn k daiinam u npuntepam". JaHHas
¢GyHKUMsS 3aKpeiTa MO YMOJYAHHIO, OJHAKO HEKOTOphble [0Jb30BaTENH aKTUBUPYIOT ee s ynobcra
UCNO/b30BaHHUs B paboTe uiu yueoe;

4. He ucnonb3yit nyonnunsiii WI-FI 115 nepenauu JTMUHBIX JaHHBIX, HAaPUMep AJIS BBIXOJAA B COLMANIbHbIE
CEeTH WMJIM B IEKTPOHHYIO MOUTY;

5. HMcnonb3y#t Tonpko 3awuiieHHoe coeauHenue yepes HTTPS, a ve HTTP, t.e. npu HaGope Be6G-anpeca
BBOIY HMeHHO "https://";

6. B Mo6unsHoM Tenedone otkmoun ¢yHkuuio "lNoakmouenne k Wi-Fi aBromarnuecku". He gonyckait
aBTOMaTHUECKOro NoJK/IOYEeHHUs YCTpoiicTBa k ceTssM Wi-Fi 6e3 TBoero cornacusl.

CouHaabHbIE CETH

CouuanbHble CETH aKTUBHO BXOIST B Hallly >KW3Hb, MHOTHE JI0AM pabOTalOT U XKHUBYT TaM MOCTOSHHO, a B
Facebook y»e 3aperucTpupoBaH MHJIIHApA YesOBeK, YTO sBJSETCS OAHOH ceabMOH Bcex >KHTeneH MiaHeTsl.
MHorue nosnp3oBaTeny He MOHUMAIOT, YTO HH(OpPMaLHs, pa3MelleHHas HMH B COLMaNbHBIX CETSIX, MOXET ObITb
HaliZleHa ¥ HCrob30BaHa KeM YroIHO, B TOM HHCJie He 00s13aTenbHO ¢ 01aruMu HaMepeHUsIMH.

OcHOBHBbIE cOBETHI 10 0€30MaCHOCTH B COLIMANbHBIX CETAX!
1. OrpaHuub crucok aApyseil. ¥ Tebs B Apy3bsiX HE JODKHO OBbITh ClayualdHbIX M HE3HAKOMBIX Jitofei;

2. 3awMwail cBOKX 4acTHYI >kXHM3Hb. He ykaseiBail maponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHHs U
APYTYI0 JHYHYIO MH(OpMaLHMI0. 3l0yMbILIEHHHKH MOTYT HMCMO/B30BaTh JaXe€ MHGOPMaUHUIO O TOM, KaK Tbl H
TBOH POAMTENH NJAHUPYETE NMPOBECTH KAHHUKYJIbI;

3. 3awuiai CBOKW penyTaUHio - Aep>KH ee B UUCTOTe M 3ajaBail cebe Bonpoc: xoren Obl Tbl, YTOOBI ApyTHE
NoJIb30BaTeM BUENH, YTO Thl 3arpyxaelus? [Togymaii, mpexae yeM 4To-To onyOaMKoBaTh, HAMMCATh U 3arpy3HTh;

4. Eciv TBI TOBOPHLIB C JIFOJbMH, KOTOPBIX HE 3HAELlb, HE UCMOb3YH CBOE peanbHOE UM U APYTYIO JIHUHYIO
MH(OpPMaLUH: UM, MECTO XKHTEIbCTBA, MECTO Y4eObl U Npoyee;

5. U3beraii pasmewenns dotorpaduit B iHTepHere, rae Tbl H306paxeH Ha MECTHOCTH, MO KOTOPOH MOXHO
OMpeeUTb TBOE MECTOMOJIOKEHHE;

6. [Tpu perucTpaunu B COUHAILHOM CETH HEOOXOAUMO UCMOJBL30BaTh CJAOXKHbIE NAPOJH, COCTOALIME U3 OYKB
¥ LUp U C KOTUUECTBOM 3HAKOB He MeHee §;



7. HJ’IH COLIMaJIBHOM CETH, MOYTHI U APYTHUX CanToB HCOGXOHI/IMO HCII0JIE30BaTh pa3HbI€ MapoJiH. Torna ecnu
TeOs B37IOMAKOT, TO 3JIOYMBILIJICHHHKH MoJIy4yaT OOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCC cpasy.

DJIEKTPOHHbIE JEHbIH

SHCKTPOHHBIE JIEHBI'U - 3TO OUYCHb }’IIO6HBII71 crmocob [1aTeXxeu, OJHAKO CYyLIECTBYHOT MOIIECHHHKH, KOTOPBIC
XOTST MOJIYYMTh 3TH OC€HBTH.

9HeKTpOHHbI€ JEHBLI'Y TMOSIBUJIUCH COBCEM HEAABHO M HMEHHO HW3-3a 3TOr0 BO MHOTHX rocyaapcrBax A0 CHUX
MOp HE MPOMUCAHO MPO HUX B 3aKOHax.

B Poccun xe oHHM q)yHKLLHOHl/lpy}OT 1 O HUX YK€ MPONHUCAHO B 3aKOHE, I'l€ MX pa3esiloT Ha HECKOJIBKO
BUIOB - AHOHMMHBIE W HE AHOHHUMHBIC. Pasuuiia B TOM, 4TO AHOHHMHBIE - 3TO T€, B KOTOPBIX paspeniaeTcs
NPOBOAUTH ONE€paluM 6e3 I/IIIeHTI/ICbI/IKaHI/II/I oJb30Baressi, a B HCAaHOHMMHBIX I/IIIEHTI/ICbI/IKaIII/ISI I10JIb30BATCIIA
ABIISIETCA 003aTENBHOM.

Takxke CledyeT pasiuyarb OJIEKTPOHHblE (UaTHbIE IEHBIH (paBHBI TOCYAAPCTBEHHBIM BANOTaM) H
571eKTPOHHbIE He(UATHbIE AEHBIH (HE PaBHbI TOCY 1apCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 He30nacHoi paboTe ¢ 3JIEKTPOHHBIMHU IeHbraMHu:

1. TpuBsiku K c4eTy MOOHIBHBIH TenepoH. D10 camblit yI06HBIN U GBICTPEIH CMOCO6 BOCCTAHOBUTH AOCTYII
Kk cuery. [IpHUBA3aHHEIA TeledOH MOMOXKET, eciu 3a0yAelb CBOH [UIATEXHBIM Maposib WM 3aiellb Ha CalT ¢
HE3HAaKOMOT0 YCTPOHCTBa,

2. Ucnone3yil oanopasosble naponu. [Tocne nepexoga Ha yCHIEHHYIO aBTOPH3ALUIO TeGe yxe He OyaeT
YrpoXKaTh OMACHOCTb KPaXKH WIIM TNIEpeXBaTa IIaTeXHOro napos;

3. Beibepu cIOXHbIH mapons. IlpecTynHukam OyAeT He MPOCTO yrajath CIOXHBIH Mapoyib. HanexHble
MapoJIH - 9TO MAPONH, KOTOPbIE COAEPXKAT He MEHee 8 3HAKOB H BKIKOUAIOT B ce6sl CTpOUHBIE M MPOIHCHBIE OYKBEL,
UHGpB 1 HECKOTBKO CHMBOJIOB, TaKMe KaK 3HaK joinapa, ¢yHTa, BOCKJIMLIATEBbHBIM 3HAK M T.I. Hampumep,
$tROng!;;

4. He BBOOM CBOM JIMYHBIE JaHHBIC HA caiTax, KOTOPBIM HE NOBEPSCLIb.

DJIeKTPOHHAs MO4Ta

JIeKTpPOHHAs TOYTa - 3TO TEXHOJOTHS M MPENOCTAB/sEMble €0 YC/IyrM MO MepeChlIKe H MOIyHCHHIO
3JIEKTPOHHBIX COOBLIEHHH, KOTOPBIE PacHpPeNeNstoTCs B KOMIIBIOTEPHOH CETH. O6BIYHO 37EKTPOHHBIH MOYTOBLIH
UMK BBIDISAAMT CIEAyIOLIMM 06pa3oM: MMsi_IONb30BaTeNs@umsi_noMeHa. Takoke KpoMme Mepefauu MpocToro
TeKCTa, IMeeTCsl BO3MOXKHOCTb NepenaBath (aibl.

OCHOBHBIE COBETHI 110 6€30macHoi paboTe C 3JIEKTPOHHOM MOYTO:

1. Hazo BuIGpaTh NpaBHIIbHBIN MOYTOBBIA cepBUC. B MHTepHeTe ecTb OrpOMHEIA BBIOOD HecnnaTHbIX
NOYTOBBIX CEPBUCOB, OJHAKO JlyULUe JOBEPATH TEM, KOr0O 3HAELb U KTO NePBbIA B PSHTHHIE;

2. He ykaseiBaii B JsMuHOM mouTe JMuHylo uHpopmaumio. Hampumep, —sydwe BBIOpATh
"My3blkanbHbIA_(aHat@" uin "pok2013" Bmecto "Temal3";

3. Vcrionb3yii ABYXOTalHYIO aBTOPU3allMIo. DTO KOraa MOMUMO Maposist Hy’KHO BBOAUTE KOZ, IpUCHIIaeMBIi
o SMS;

4. Bbibepu CIOXKHbIH Naposb. s KaKA0ro MOYTOBOTO SUIMKA 10JKEH ObITh CBOM HAlEKHbIH, yCTOHYKBBIH
K B3JIOMY Napob;

5. Eciu ecThb BO3MOXKHOCTb HalMCaTh CAMOMY CBOM JINYHBIN BOIIPOC, HCIOJIE3YH 9Ty BO3MOXKHOCTD;

6. Vicrosb3yii HECKOJIBKO MOYTOBBIX AIIMKOB. [1epBbIi [Ist YACTHOHN MEPENMUCKH C afipecaTaMu, KOTOPLIM Tl



JoBepsiellib, DTO JJIEKTPOHHBIN a/Ipec He Hajl0 NCTIONL30BATh NMPH PErncTpalii Ha dopymax U cairax;

7. He oTkpbiBaii daiiibl 1 APYrHe BIOKEHHs B MHCbMAX, XK€ €C/IM OHU MPULLITH OT TBOUX apysei. Jlyuie
YTOUHH Yy HUX, OTMPABIIAIA 71 OHU TeGe oTH (aiibl;

8. [ocye OKOHYaHHs paGOTHI Ha TIOYTOBOM CEPBUCE MEPE] 3aKPBITHEM BKJIAKH C caiiToM He 3a0y[b HaXKaTh
Ha "BeiitH".

Kn6epOy yIHHT HJIH BUPTYa/JbHOE H31€BATEILCTBO

Kubep6y/uHr - MpeciIefoBaHue COOOLIEHUAMH, COAEpPKAIIMMHU OCKOpPOJIEHHS], arpecCHro, 3allyrHBaHUe;
XyJIUFAHCTBO; COLMaNbHOE GOMKOTHPOBAHHE C IOMOLIBIO Pa3InHBIX HHTEPHET-CEPBHCOB.

OcHOBHbIE COBETHI 110 Gopbbe ¢ kubepOyITHHIOM:

1. He Gpocaiics B 60it. Jlyumni cnocof: MOCOBETOBATLCA KaK ceOsl BECTH H, €CJIM HET TOT0, K KOMY MOXHO
00paTHTBCA, TO BHa4ajle yCrOKOUTECS. ECK Tl HauHELIb OTBEHATh ockopGIeHHsIMHE Ha OCKOpOJIEHHS, TO TOJIBKO
erire GOMBIIE Pa30XOKEIIb KOH(IUKT;

2. Vnpasnsii coeit kubeppenyTaLuei;
3. AHOHMMHOCTb B ceT MHMMAas. CyLIECTBYIOT COCOObI BBIACHATD, KTO CTOMT 3@ aHOHHMHBIM aKKayHTOM,

4. He CTOMT BeCTH XyJIHTaHCKuil o6pa3 BHPTyalbHOH >ku3HH. HMHTEpHET ¢duKkcupyeT Bce TBOM HEHCTBHA U
COXpaHseT UX. YaanuTh ux OyaeT KpaiHe 3aTpy AHUTENBHO;

5. Cobmntonaii CBOIO BUPTyaJIbHYIO YECTb CMOJIONY;

6. UrHopupyii enuHu4HbI HeraTuB. OXHOpPa3OBbIE OCKOpOUTE/bHbIE COOOLIEHHUs JIy4lle HrHOPHPOBATE.
OGBIYHO arpeccus NPeKpallaeTcs Ha HayalbHOH CTaany;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU co0OLIEeHNAMH, B COLHAIBHBIX CETAX €CTh
BO3MOXHOCTb GJIOKHPOBKH OTIPABKH COOOLIEHHUH C ONPE/IeIEHHBIX a1pecoB;

8. Ecnu Thl cBUneTeNnb kubepOynnunra. TBoM AefCTBUS: BBICTYIHTh MPOTHB MPECTEA0BATEN, MI0KA3aTh EMY,
4TO ero JeHcTBHMS OLEHHBAIOTCSA HEraTHBHO, TMOJJEPKATh JKEPTBY, KOTOPOH HyXHA MCHXONOrHyeckas nomoLub,
COOBILMTH B3POC/BIM O (DAKTE arpeCCHBHOIO MOBEACHHS B CETH.

MoGu/ibHbI TeaedoH

CoBpeMeHHbIe CMApTQOHbI M MUIAHIIETHI COAEPXKAT B cebe BrONHE B3pOC/bIA (QYHKIHOHAN, U Terepb OHH
MOTyYT KOHKYpPHUPOBATb CO CTALHOHAPHBLIMU KOMIIboTepamMu. OHAKO, CPEACTB 3allUTBL AIA noA00HBIX YCTPOHCTB
1I0Ka OYeHb Mayo. TeCTHpOBaHHME M IIOMCK yA3BUMOCTEH B HUX MPOUCXOAMT HE Tak MHTEHCHBHO, Kak LA I1K, to

)K€ caMoe KacaeTcsi i MOOHIIBHBIX MPHJIOKESHHUH.

CoBpeMeHHble MOGWIBHbIE Opay3epbl yKe MpPAaKTHYECKM JOTHAIM HACTONBHBIC aHAJIOTH, ONHAKO
paciipesre GyHKUMOHAIA BIeYET 38 COO0H GONBLIYIO CIOKHOCTE H MEHBLIYIO 3ALIUIIEHHOCTD.

Jlaieko He BCE MPOW3BOAMTENH BbIMYCKAIOT OOHOBIEHHS, 3aKPbIBAIOLIME KPUTHYECKHE yA3BUMOCTH IUIA
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI IJIs 6e30MacHOCTH MOOHMIIBHOTO Teﬂe(i)OHaI

Huuero He sBAsieTcs MO-HACTOSLUEMY OCIIaTHbIM. Byap OCTOpoxeH, Beib koraa Tebe MpeanararoT
GecrnIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITBI KAKME-TO [IATHBIE YCIIYTH,

Ilymait, npexzae 4em oTnpasuTb SMS, ¢oTo nian Buaeo. Tel TOUHO 3HACIb, [AC OHH OyZyT B KOHEYHOM
urore?



Heo6X0IMMO OBHOBIISTH OIEPALMOHHYIO CHCTEMY TBOETO CMapTdoHa;
Vicronb3yit aHTUBMPYCHBIE IPOrPaMMBI /1Sl MOOH/IbHBIX Tes1e)OHOB;

He 3an}')Kal71 MNPUJIOXKEHHUs OT HEU3BECTHONO0 HCTOYHHKA, Be€Ab OHH MOCYT COICPXKAaTb BpE€AOHOCHOC
porpaMMHOC obecrieueHue;

[Mocsne Toro Kak Thl BEIMACLIb C caiTa, IAe BBOAWII JIMYHYIO MHpOpMaLHIo, 3aiil¥ B HACTPONKH 6paysepa 1
ynanu cookies;

TMepuoaMUecKH NpoBepsii, KAKUE MIATHBIC YCIYTH AKTUBUPOBAHEI HA TBOEM HOMEPE,
JlaBait cBo HOMep MOGHIBHOTO Te/eOHa TOIBKO JIFOSM, KOTOPBIX Thl 3HACLIEL U KOMY JOBEPACIIE,

Bluetooth 10/keH ObITh BBIKIIOUEH, KOT/A Thl UM He TONIb3yellibesi. He 3a0piBall HHOTAA MPOBEPATE 3TO.

Online Hrpel

CoBpeMeHHbIe OHaliH-HIPbI - 3T0 KPAaCOUHbIE, 3aXBaTHIBAIOLIHE Pa3BICHCHH, 0ObeAMHAIOINE COTHH TRICAY
4enoBeK Mo BeceMy Mupy. VIFpoKHM HCCIIeyloT NaHHbIH UM MHP, OOWIAIOTCS APYT C APYTOM, BBINOMHAOT SalaHHi,
CPaXAIOTCA C MOHCTPAMHM M TOJYHaloT OMBIT. 32 yNOBOJBLCTBME OHM IUIATAT: MOKyMaioT JWCK, OIUIa4MBaIOT

abOHEeMEHT WIH npno6peTa}0T KaKHe-TO OILIHAH.

Bce oTH cpeacTBa MAYT Ha IMOJAEp)KaHME M pasBUTHE WIPBL, a TaKke Ha CaMy 6€e30mMacHOCTb:
COBEpIIEHCTBYIOTCS CHCTEMBI aBTOPU3ALIMH, BBIMYCKAOTCS HOBBIC MATHH (unpoBBIE 3aIUTATKU VIS IPOTpaMMm),
3aKpBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOIIO6HI:IX HWrpax CTOUT OMNacaTbCs HE CTOJILKO CBOMX CONEPHHUKOB, CKOJIBKO KPaXXH TBOEro napoJjii, Ha
KOTOPOM OCHOBaHa CHCTEMA aBTOpHU3aLHUH OOJIBIIMHCTBA Hrp.

OCHOBHBIE COBETHI IO 0e30MacHOCTH TBOEr0 UTPOBOTO AKKayHTa:

1. Ecnn apyro#t urpok BefeT ceGs MJIOXO WM CO3/aeT Tebe HenpuATHOCTH, 3abI0KHpYH €ro B CIIUCKE
HTPOKOB;

2 ]"Iomanyﬁc;l aJMUHHUCTpATOpaM Hrpbl Ha [UI0X0€ MOBEAEHHE 3TOr0 HMIpOKa, KEJaTEJIbHO TNPpUIOXKHUTh
KaKHe-TO J10Ka3aTe/bCcTBa B BUAE CKPHUHOB,

3. He yka3bIBait 1uuHyt0 HHGOPMALHIO B POdaiie Urpsl;
4, Ypaxkail Apyrux y4aCTHUKOB IO UIpe;

5. He ycTanaBnuBail Heo(HLMANbHBIE NTATYH U MOJIBI;

6. Mcrosib3yi CI0XKHBIE M Pa3Hble MapOJIH;

7. Jlaxxe BO BpeMsl UIpbl HE CTOMT OTKJIIOYaTb aHTMBUpYC. IIoka Thl Mrpaeilb, TBOM KOMIBIOTEP MOTYT
3apa3uTh.

@OHUIIHHT UIH Kpa’ka JHYHBbIX JaHHBIX

OGBIYHOM Kpakeil JeHer W JOKYMEHTOB CETOHS YK€ HHKOro He yIMBHIIb, HO C Pa3BUTHEM MHTEPHET-
TEXHOJIOTHI 370YMBILIIEHHHKY [ePeMECTHIIMCh B HHTEPHET, U MPOOJDKAIOT 3aHUMAThCs "1r0OUMBIM" AETIOM.

Tak NMosBMIAach HOBAs Yrpo3a: MHTEPHET-MOLICHHHYECTBA MM (UILIMHT, I7IaBHAsA Le/lb KOTOPOro COCTOMT B
MOJTy4eHNH KOH(HMACHLIHAILHBIX JAHHBIX MOJb30BATENeH - JIOTMHOB 1 naponeit. Ha anrnniickom ssbike phishing
yurtaetcst kak ¢pummATr (ot fishing - ppiGHas 10Bs, password - Maposb).

OCHOBHbIE COBETHI 0 60pEOE C YULIMHIOM:!



1. Crnequ 3a CBOMM akkayHTOM. Ecnu Thl 0/103peBaeIllb, YTO TBOS aHKETa 6bUIa B3IOMaHa, To HeoOXoauMo
3a6/I0KHpOBATh €€ M COOOLIMTE afMHHICTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Ucnonb3yii 6ezonacHble BeG-CaliThl, B TOM YHCIIE, HHTEPHET-MAra3nHOB 1 MOUCKOBBIX CUCTEM;

3. Wcrnonp3yii clokHble W pasHble mapoiu. TakuM obpasom, ecau TeOs B3JOMAIOT, TO 3/0YMBILICHHIKH
TOJy4aT JOCTYI TOIBKO K OZHOMY TBOEMY NpOQUIIIO B CETH, a HE KO BCEM;

4. Ecniu Tebs B3OMAH, TO HEOOXO0AMMO TpeAyNpeauTh BCEX CBOMX 3HAKOMBIX, KOTOPbIC nobasneHsl y Te0s
B JpY3bfX, O TOM, 4TO Tebs B3NOMAlH H, BOSMOXHO, OT TBOEr0 MMEHH GymeT pacchlIaTbCs CIaM M CCBUIKHM Ha

(UILINHTOBBIE CANTBL;
5. VcraHoBH HagexHbl napois (PIN) Ha MOOGUIBHBIH tesnedoH;

6. OTKJIIOYH cOXpaHeHue napoins B Gpaysepe;

7. He oTkpbiBaii daiiibl 1 APYrHe BIOKEHHs B MACbMAX, AAXKE €CIM OHH TPHLUIA OT TBOUX apyseit. Jlyduie
YTOUHH Y HUX, OTIPABIISIH JIU OHH TeOE 9TH thaitnbl.

Iudposas pemyTauus

[udpoBas peryTaiys - 5TO HEraTUBHAsA WM MO3UTHBHALA nHpopmauus B cetn o Tebe. Komnpomerupyromas
MHpOpMaUKs, pa3MelleHHas B UHTCPHETE, MOXET CEPbe3HBIM 06pa3oM OTpPa3HThCA HA TBOEH peanbHOH JKU3HM.
"LindppoBast pemyTauus" - 5T TBOH UMHIUK, KOTOPBIH dopmupyetcs u3 nHdopmaiuu o Tebe B HHTEPHETE.

TBoe MeCTO KHUTEJIbCTBA, y‘[e6LI, TBOE€ Q)HHaHCOBOC IIOJIOKCHHE, 0COOEHHOCTH XapakTepa U pacCKa3bl (o)
OJIN3KHUX - BCE 3TO HAKaIlJINBACTCA B CETH.

MHorue MoAPOCTKH JIEFKOMBICJICHHO OTHOCATCS K ny6nukauun nuuHoi MHbopmauun B MHTepHeTe, HE
HOHMMAs BO3MOXHBIX mocieacTuil. Thl Aaxe HE CMOXELIb J0rajaTecs 0 TOM, HTO doTorpadust, pa3melleHHas 5
JIeT Ha3all, cTajla PHYMHOM 0TKa3a NpUHATH TeGs Ha paoTy.

KoMMeHTapHH, pa3MelileHue TBOUX potorpaduil n Apyrue NeHCTBUA MOTYT HE MCHE3HYTE AaXe 0C/e TOTro,
KaK Tl MX yJanuiib. Thl He 3HaeIlb, KTO COXPAHMI 3Ty MH(OPMAIIHIO, Nonana i OHa B MONUCKOBBIC CHCTEMBI H
COXPaHMJIaCh JIM OHA, a [JIABHOE: 4TO MOAYMAIOT O Tebe OKpyXKaloLlKe /AU, KOTOpble HAWAYT U YBUIAT ITO.
Haiitn MHQOPMALMIO MHOTO JIET CIIYCTS CMOXeT JIF000H - Kak H3 106pbeIX MOOYXKIOEHUH, TaK U ¢ HaMEpeHHEM
TNPUYUHUTE Bpel. ITO MOXKET ObITh KTO YrOJHO.

OCHOBHBIE COBETHI MO 3alMTe UM(POBOH peryTalHHu:
1. TTomyMaii, mpesx/e 4em 4To-To my6iMKoBaTh U NepeiaBaTh y cebs B Gy10re WM B COLMANIBHOM CETH;

2. B HacTpoiikax mpo¢uns yCTaHOBH OIPaHHYEHHMs Ha MPOCMOTP TBOEro npo¢duas U ero COAEPKHUMOro,
crenait ero Tosbko "aus Apy3en”;

3. He pasmelaii 1 He yka3biBail MFH(OPMALIHIO, KOTOPas MOKET KOro-nm1u60 0CKOpOIATE MITH OOUXKATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE IIKONLHUKM - aKTHBHBIE MOJb30BATENH LH(POBOro NPOCTPAHCTBA. OpHaKo JaneKko He BCe
3HAIOT, YTO TMIO/Mb30BAHME MHOTHMH BO3MOXHOCTAMH LH(POBOro MHpa TpebyeT CcOOIOAEHUS IIpaB Ha
HHTEIEKTYATIbHY0 COOCTBEHHOCTE.

TepMHH "HHTENIEKTyalbHas COOCTBEHHOCTD' OTHOCHTCS K Pa3M4HBIM TBOPCHHAM HEIOBEHUECKOro yMa,
HauMHAs C HOBBIX M300pETEHUH M 3HAKOB, 0003HAYAOWIKMX COOCTBEHHOCTh HA MPOAYKThI M yCIYTH, M 3aKaHIMBAA
KHHTraMH, GoTorpadgusMy, KHHOQUIEMaMH U My3bIKalIbHBIMU IPOU3BECHUAMU.

ABTOpCKHE TIpaBa - 3TO NpaBa Ha HHTEJIEKTYalbHyIO COOCTBEHHOCTb Ha MPOMU3BEACHMSA HAyKH, JIMTCpaTypel
M MCKYCCTBA. ABTOPCKHE NPaBa BBICTYNAOT B KAYECTBE FApAaHTHH TOrO, 4TO MHTEJUIEKTY &/1bHbI/ TBOPYECKHIA TPY L



aBTOpa HE 6}/[161‘ HarnpacCHbIM, AacCT €My CrpaB€AJINBbl€ BO3ZMOXXHOCTH 3apa60TaTb Ha pe3yJjibTaTaXx CBOEro Tpyaa,
MOJIYYHUTb H3BECTHOCTb H TIpU3HAHHE. Hukro 6e3 pa3pe€ui€eHus aBTOpa HE MOXET BOCIPOH3BOAHWTbL €ro
NpOU3BEACHUE, pPACIIPpOCTPAHATD, HyGHH‘{HO AE€MOHCTPHPOBATh, NMpoaaBaTb, HMINOPTHPOBAaThb, MNYCKAaTb B MPOKaT,
['ly6IIH‘-lHO HCIOJIHATD, MOKa3bIBaTh/UCIOJHATD B 3cbupe HJIKM pasMellaTh B I/lHTepHeTC.

Hcnonb3oBaHue "mupaTckoro” nporpaMMHoOro obecneyeHrss MoXeT MPHUBECTH K MHOTHM pHCKaM: OT NOTepH
JaHHBIX K TBOMM akKKayHTaMm [0 OJOKHPOBKH TBOEro yCTpOWCTBa, Ile yCTaHOBJIEHA HellerajibHas nporpaMma. He
CTOHMT TaKXe 3a0bIBaTh, UTO CYLUECTBYIOT JierajibHble H OecniaTHble IPOrpaMMbl, KOTOPble MOXHO HaiiTH B CETH.

O nopraJe

CereBHuok.pd - TBOH riaBHbI COBETYHK B CETH. 34€Ch Thl MOXELb y3HaTb O O€30MacHOCTH B CETH
NMOHATHBIM M AOCTYMHbIM fA3bIKOM, @ MPH BO3HUKHOBEHMH KPUTHYECKOH CHTyalMH OOpaTHThCS 3a COBETOM. A
TaloKe MPUHATH YYacTHEe B KOHKYpCaX M CTaTh CaMbIM LHM(POBBIM rpaXkAaHMHOM!





